NETWORK NAMESPACES

* UT0 Takoe Network
Namespaces

* 3a4eM HYXXHO?
» Kak ncnonb3oBaTb?
* [lpumep ncnonb3oBaHUA
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3a4yeM 3TO HY>KHO?

VRF Tenepb He Tonbko y CISCO!

*HeckosibKko Tabnuu mapLupyTusaumm
*HecKkonbko ak3emMnnapos iptables
*Pa3Hble HacTpoukn syscitl

B TOM 4ncne paborta ¢ ayonmpoBaHHbIMUA
agpecamu
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TpeboBaHus kK cucteme

* HauHy c HenpuaTHOro — B CentOS HE
PABOTAET 06e3 nepecbopku agpa v
iproute2

« 3aTto pabotaet B Ubuntu 12.04
B Gentoo TOXE :)

[TpocTon cnocob nMpoBEPKU - MOCMOTPETL
Hanndne aupektopun [proc/selfins/
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Ecnun He paboTaeT B MOeEM ANCTPUOYTMBE a OYEHb

Haao?

o XopoLlo nogymaTb. A MOXeT He Haao™?
 [lepecobparth iproure?.

* [lepecobpaTb 90p0. Bo3aMOXXHO OOHOBUTDL
0p0

o [1na CentOS 6.4 ecTb peno3utopun c
iproute2 n agpom ¢ OVS n NETNS
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Tak YTo BCe Taku BKI4YaTb TO?

* Activate the network namespaces
CONFIG_NET NS=y

* Add the virtual ethernet pair device
CONFIG_VETH=y

 Add the mac-vilan device
CONFIG_MACVLAN=y
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MTak, nonpobyem!

» Co3gaem name space: ip netns add RO
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[1obaBnsiem nHtepdenc

 ObpaTnUTb BHUMAHNE — TUN UHTEpdenca
«Virtual Etherneth»

* ip link add name ve0a type veth peer
name ve0b
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ip link show

20: veOb: <BROADCAST,MULTICAST> mtu 1500 gdisc
noop state DOWN qglen 1000

link/ether 2e:0c:69:1a:43:d1 brd ff:ff:ff: ff: ff:ff

21: ve0a: <BROADCAST,MULTICAST> mtu 1500 qgdisc
noop state DOWN glen 1000

link/ether b2:21:¥3:95:e3:f6 brd ff:ff:ff:ff. ff:ff
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[lepeHecem oauH N3 nHTepdencoB B namespace

* ip link set dev veOb netns RO

e OTa KOMaHOa NepeHocUT MHTepdenc
veOb

n3 initial network namespace B
namespace RO
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[IpoBeprM YTO NOMYy4YUNOCH

* ip link show

21: veOa: <BROADCAST,MULTICAST> mtu 1500 qdisc noop
state DOWN qglen 1000

link/ether b2:21:13:95:e€3:f6 brd ff.ff:ff.ff:ff:ff
 UHTepdenc nponan u3 initial namespace
* ip netns exec RO ip link show
18: lo: <LOOPBACK> mtu 16436 gdisc noop state DOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

20: veOb: <BROADCAST,MULTICAST> mtu 1500 qdisc noop
state DOWN qglen 1000

link/ether 2e:0c:69:1a:43:d1 brd ff:ff:ff:ff:ff: ff
° 3aw3uncn B hamespace R0
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C nnHkom pasobpanncb — Tenepb

IP agpeca

* ip netns exec RO ip addr add 172.19.0.1/24 dev veOb
* ip addr add 172.19.0.2/24 dev veOa
 ip link set up dev veOa

* ip link set up dev vela
* ip netns exec RO ip route add 0.0.0.0/0 via 172.19.0.2

MIRANTIS © 2012 Mirantis Inc.



Hy BOT 1 BCe — A0JTKHO paboTtaTb

* ip netns exec RO mtr -n 8.8.8.8
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He NoHATHO?

* He NOHATHO, 3a4eM 3TO HY>KHO B XXU3HN?
» [1a 1 BOOOLLIE epyHAa 3TO BCe

* Kyna npumeHntb, Quantum MHe He
HYy>€eH!
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3ayem?

» Kak byaeT BeCcTn cebs Halle npunoXxeHue
Korga Mexay cCepBepoM U KITMEHTOM OyaeT
100 (cT1o!) xonoB?

» [1a, peanbHbIK KOMNbLIOTEP Y Hac Bcero 1
(0AWH)
* [lamMaTn TOXXe HEMHOIO.

* BapnaHTbl? (npo LXC He BcnomuHaem noka)
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Tak, marms

 lllar nepBbin - co3gaem 100 network
namespaces

o CKpUMNTOM KOHEYHO Xe!
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UTto panblie”? MaplwpyTtmsayms!

Y Hac ectb 100 poyTepoB
[1a, OHW BKIIOYEHBI B LEMOYKY, OOMH 32 OQHUM.

Ho Ha ypoBHe IP OHM 3HaIOT TONbLKO O cocensx

PelwweHune?
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aK HacTpouTb MmapLipyTmnsaumnto B 10C

aK3emMnnapax?

BoobLe-To BapnaHTOB HECKOSLKO, HO 51 Bbibpan BGP
e JlocTaTo4HO NPOCTO (B HALLEM MNPOCTOM Criy4vae)
e HarngagHo

* AHOHCbI PacnpocTpaHATCA AOCTATOYHO MeAJIEHHO —
MO>KHO NMOCMOTPETb COCTOAHNE HA PaA3HbIX CTaANAX
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ManeHbkoe oTCTynneHune

Boobuie-to bgpd Henb3sa 3anyckaTtb BO MHOIMNX
ak3emMnndapax. Ho MHe o4yeHb xoTenock. [loTomy:

« CHROOT

 OToenbHas FS ansa kaXgoro ak3emnnspa npoiecca
(mount -0 bind)

* OtoenbHbI Network NameSpace

MIRANTIS © 2012 Mirantis Inc.



KoHdour BGP

 Homepa AS — o1 100 go 1099
e 2 Cceccum — K cocegsam

 OecdhonT (0.0.0.0/0) aHOHCHpPYeETCA TONBLKO
HyrneBbIM hamespace (ROUTER_0)
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KoHdwur (4acTb 2)

router bgp 101
bgp router-id 172.31.1.1
network 172.31.1.0/24
network 172.31.2.0/24

neig
neig
neig
neig

nbor °
nbor

nbor

Nbor 1

MIRANTIS

2.3
2.3
(2.3

72.37

1.2 remote-as 100
2.1 remote-as 102
1.2 next-hop-self
2.1 next-hop-self
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[Tpobyem B3neTeTb?

« CobcTBeHHO Bce ak3emnnspbl BGPd

3anyckaem CKPUNTOM, OKPY>XXEHUS co3aaHbl
3apaHee

* ps -auxfw | grep bgpd | grep -v grep | wc -l
101
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Hy a Tenepb B KOHCOIb

* [IpOBEPUTHL KaK pacnpoCTpaHAITCS
MapLUpYTHI

* [lpoBepUTHL Kak BeayT cebsi npoLiecchl
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CHavyana mapLipyTtusauus

* [Moakntountca kK BGPA:

* ip netns exec ROUTER 50 telnet 127.0.0.1
2605

« 2605 — Ynpasnawuwmm nopt BGPd
 HE nytaTtb ¢ noptom 179!
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Kak Tam cocean?

» [1poBepum — paboTatoT nmn Hawm BGP ceccun.

sh ip bgp summary

Peers 2, using 9120 bytes of memory

Neighbor \'% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.31.50.2 4 1049 578 580 0 0 0O 08:46:17 52
172.31.51.1 4 1051 577 581 0 0 0 08:46:15 51
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I nonHaga Tabnuua

* sh ip bgp
* HeT, CKpnHLWoOTa He byaet — O4YeHb MHOrIO
Tam :)
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Yy U Hanocnegok — Halle

BUDTYVAJIbHOE MPDUJIOXEHUNE

* B KayecTBe NpuUNoXeHUsa gnga tTecta
ncnosnb3yem obblYHbIN traceroute

 Kak nosenet cebsa traceroute -n 8.8.8.8 ?
 PaboTartb bynet?
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TTL no ymonyaHwuto - 30

 He paboTaeT notomy 4To traceroute
oTnpasnset naketol ¢ ttI=30

A 4yto 6 pabotano — gobaBuTb KIoY -m
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M BCe paBHO He paboTaerT!

* [loTOMY 4YTO NIMHYKC HE MOXET CrnaTb NaKeTbl C
TTL 6onblie 64

* TOYHEE MOXET — HO TpebyeTcsa HaCcTpounKa
napamMmeTpoB sapa

* Ho 9TO y>Xe coBceM apyrag UCtopus

e A Tem kTOo OHEHDb xoueT 3HaTb.
net.ipv4.ip_default_ttl
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